USAC

Universal Service Administrative Company

FCC Form 470 — Funding Year 2016

Billed Entity

Form 470 Application Number: 160021876
Cat2

CHARITON COMM SCHOOL DISTRICT
140 E ALBIA ROAD
CHARITON, LUCAS, |A 50049

641-774-5967

Billed Entity Number: 131835
FCC Registration Number: 0011863883

Application Type

Applicant Type: School District
Recipients of Services: Public School District

Consulting Firms

Contact I nformation

Kirk Orna

kirk.orna@chariton.k12.ia.us
641-774-5967

Number of Eligible Entities: 4

Name

Consultant

Phone

Registration Number | Number

Email

Consultants
‘ Name Phone Number Email ‘
RFPs
| 1d | Name
Category One Service Requests
Installation Maintenance
Minimum Maximum and Initial and Technical
Service Type Function Other Capacity Capacity Entities Quantity Unit Configuration? | Support? Associated RFPs
Description of Other Functions
| 1d | Name
Narrative
Category Two Service Reguests
Installation
and Initial
Service Type Function Manufacturer Other Entities Quantity | Unit Configuration? | Associated RFPs
Internal Connections Firewall Service and No Preference 1 Each Yes
Components

Description of Other Manufacturers

| 1d | Name




Narrative

Specifications to meet or exceed the following.

UTM Flrewall

Firewall throughput 8 Gbps

VPN throughput 5.3 Gbps

AV throughput 3.2 Gbps

IPS throughput 5.5 Gbps

UTM throughput 1.7 Gbps

I/Ointerfaces 1 SRL/2 USB

Concurrent connections (bi-directional) 9,200,000

New connections per second 95,000

VLANs 500

Licenses (incl)

Authenticated users limit unrestricted

Branch Office VPN 500

Mobile VPN IPSec 500

Mobile VPN SSL/L2TP 500

Security Features.

Stateful packet inspection, deep packet inspection, proxy firewall Application proxiesHTTP, HTTPS, SMTP, FTP,
DNS, TCP, POP3 Threat protection DoS attacks, fragmented & malformed packets, blended threats & more Vol P
H.323, SIP, call setup and session security .

VPN & Authentication

DES, 3DES, AES 128-, 192-, 256-bit IPSec SHA-1, SHA-2, MD5, IKE pre-shared key, 3rd party cert Single sign-on
Supports Windows, Mac OS X, mobile operating systems Authentication RADIUS, LDAP, Windows Active Directory,
VASCO, RSA SecurlD, internal database.

Management

User interfaces Centralized console, Web Ul, scriptable CLI

Certifications

Security Pending: ICSA Firewall, ICSA 1PSec VPN, CC EAL4+, FIPS 140-2 Safety NRTL/C, CB Network 1Pv6 Ready
Gold (routing) Hazardous substance control WEEE, RoHS, REACH

Networking

Routing Static, Dynamic (BGP4, OSPF, RIP v1/v2), Policy-based VPN High Availability Active/passive, active/active
with load balancing QoS 8 priority queues, DiffServ, modified strict queuing | P address assignment Static, DHCP
(server, client, relay), PPPoE, DynDNS NAT Static, dynamic, 1:1, IPSec traversal, policy-based, Virtual IP for server
load balancing Link aggregation 802.3ad dynamic, static, active/backup Other features Port Independence, Multi-WAN
failover and load balancing, server load balancing, transparent/drop-in mode

Technical Contact

Kirk Orna

Technology Director
641-774-5967
kirk.orna@chariton.k12.ia.us

State and Local Procurement Restrictions

Recipients of Service

Billed Entity Number Billed Entity Name

131835 CHARITON COMM SCHOOL DISTRICT

Certifications
| certify that the applicant includes:



| certify that the applicant includes schools under the statutory definitions of elementary and secondary schools found in the No Child
Left Behind Act of 2001, 20 U.S.C. 88 7801 (18) and (38), that do not operate as for-profit businesses, and do not have endowments
exceeding $50 million.

Other Certifications

| certify that this FCC Form 470 and any applicable RFP will be available for review by potential bidders for at least 28 days before
considering all bids received and selecting a service provider. | certify that all bids submitted will be carefully considered and the bid
selected will be for the most cost-effective service or equipment offering, with price being the primary factor, and will be the most
cost-effective means of meeting educational needs and technology goals.

| certify that | have reviewed all applicable FCC, state, and local procurement/competitive bidding requirements and that | have
complied with them. | acknowledge that persons willfully making fal se statements on this form may be punished by fine or forfeiture,
under the Communications Act, 47 U.S.C. 88 502, 503(b), or fine or imprisonment under Title 18 of the United States Code, 18
U.S.C. §1001.

| acknowledge that FCC rules provide that persons who have been convicted of criminal violations or held civilly liable for certain
acts arising from their participation in the schools and libraries support mechanism are subject to suspension and debarment from the
program.

| certify that | will retain required documents for a period of at least 10 years (or whatever retention period is required by the rules

in effect at the time of this certification) after the later of the last day of the applicable funding year or the service delivery deadline
for the associated funding request. | certify that | will retain all documents necessary to demonstrate compliance with the statute and
Commission rules regarding the form for, receipt of, and delivery of services receiving schools and libraries discounts. | acknowledge
that | may be audited pursuant to participation in the schools and libraries program. | certify that the services the applicant purchases
at discounts provided by 47 U.S.C. 8 254 will be used primarily for educational purposes, see 47 C.F.R. 8 54.500, and will not be
sold, resold or transferred in consideration for money or any other thing of value, except as permitted by the Commission’srules at 47
C.F.R. §54.513. Additionally, | certify that the entity or entities listed on this form have not received anything of value or a promise
of anything of value, other than services and equipment sought by means of this form, from the service provider, or any representative
or agent thereof or any consultant in connection with this request for services.

| acknowledge that support under this support mechanism is conditional upon the school(s) and/or library(ies) | represent securing
access, separately or through this program, to all of the resources, including computers, training, software, internal connections,
maintenance, and electrical capacity necessary to use the services purchased effectively. | recognize that some of the af orementioned
resources are not eligible for support. | certify that | have considered what financial resources should be available to cover these
costs. | certify that | am authorized to procure eligible services for the eligible entity(ies). | certify that | am authorized to submit this
request on behalf of the eligible entity(ies) listed on this form, that | have examined this request, and to the best of my knowledge,
information, and belief, all statements of fact contained herein are true.

Authorized Person

Kirk Orna

CHARITON COMM SCHOOL DISTRICT
140 E ALBIA ROAD

CHARITON, LUCAS, IA 50049
641-774-5967
kirk.orna@chariton.k12.ia.us

Certified Timestamp
01/26/2016 10:27 AM EST




